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Background: Dynamic Defense against Stealthy Attacks

• System Provenance championed as a host-based dynamic defense
• Influential works [Hassan '19, Wang '20, Han '21]

• System Provenance causally connects system resources
• Captures dynamic control and data dependencies
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How can system Provenance help detect stealthy attacks?
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Background: Provenance Graph Schema
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Example metadata:
- timestamp
- file/network: bytes written/read
- process: cmd

Example metadata:
- process: pid, cmd
- file: path, permissions
- network: ip/port
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Differential Privacy

• Differential Privacy (DP): 
Mathematical definition for privacy

• Assures users that, within some 
budget 𝜖, we cannot infer their data 
is part of our dataset.

• Lower 𝜖 means more private, so we 
should add more noise

• DP algorithms are composable

ProvDP: Differential Privacy for System Provenance Dataset 6

• M is a privacy-preserving 
mechanism

• D, D’ are “neighboring” datasets
• S ⊆ Range(M)
• 𝜖 is the “privacy budget”



Differential Privacy for Graphs

• Dependent of the definition of “neighbors” (D and D’)

• Edge-level DP: D and D’ differ in a single edge

• Node-level DP: D and D’ differ in a single node (and its edges)
• Stronger guarantee than edge dp

• Subtree-level DP: D and D’ differ in a subtree
• Stronger guarantee than node and edge DP
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ProvDP: Differential Privacy Framework
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Privacy Budget Allocation

● Pruning and Grafting are separate differentially private mechanisms

● 𝜖 = 𝜖ଵ + 𝜖ଶ = total privacy budget

● 𝛿 ∈ [0, 1] controls allocation of budget
● Pruning 𝜖ଵ = 𝛿𝜖

● Grafting 𝜖ଶ = 1 − 𝛿 𝜖
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ProvDP: Graph to Tree Conversion

1. Break cycles: Invert outgoing edges from 
file/network nodes
○ Edge can be restored from metadata
○ Graph is now acyclic
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ProvDP: Graph to Tree Conversion

1. Break cycles: 
○ Invert outgoing edges from file/network nodes
○ Edge can be restored from metadata
○ Graph is now acyclic

2. Remove lattice structure:
○ Duplicate file/network nodes for each edge
○ Can be restored from file path / IP address / port
○ Removes lattice structure
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ProvDP: Graph to Tree Conversion

1. Break cycles: 
○ Invert outgoing edges from file/network nodes
○ Edge can be restored from metadata
○ Graph is now acyclic

2. Remove lattice structure:
○ Duplicate file/network nodes for each edge
○ Can be restored from file path / IP address / port
○ Removes lattice structure
○ Graph is now a forest

3. Forest to tree:
○ Connect all process roots to a virtual root node
○ Graph is now a tree
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ProvDP: Pruning Algorithm

● Run on each graph inside dataset
● Starting at the root node, traverse the graph.
● Randomly prune subtree rooted at node 𝑣

● 𝑆(𝑣) is a function of subtree size, out-degree, depth, 
height

● Each feature is weighted by 𝛼, 𝛽, 𝛾, 𝜂, respectively.

● For each pruned subtree:
● Mark 𝑣 for and store the subtree size 𝑠௩

● Store pruned subtree, along with its parent node and 
edge

16

𝑃(prune 𝑣) =
1

1 + 𝑒ఢభ/ଶௌ(௩)

𝑣 size = 4
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ProvDP: Grafting Algorithm

● Run on each graph in the dataset, after pruning all graphs
● After pruning, we have a bucket of all pruned subtrees 𝐵

● Randomly replace all marked nodes
● Perturb original size 𝑠௩ by adding noise: 𝑠̃௩ = 𝑠௩ + 𝐿𝑎𝑝(

ଵ

ఢమ
)

● Randomly sample a subtree from 𝐵

● Each subtree 𝑡 ∈ 𝐵 has probability p௧ = 𝑥(1 + 𝑠̃௩ − 𝑠௧ ) of being chosen
● Normalization factor 𝑥 = 1/ ∑ 𝑝௧௧∈஻
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ProvDP: Grafting Notes

● When pruning, store the subtree, and its 
parent relation

● Replacing the incoming edge guarantees we 
don’t have any illegal graphs
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Evaluation: Baseline (Extended Top-m Filter)
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● Top-m Filter (TmF) [Nguyen ‘15]
● Edge-differentially private
● Designed for undirected graphs
● Efficiently adds LaPlace noise to adjacency matrix

● Problem: randomly creating edges can lead to 
illegal provenance graphs

● Extended Top-m Filter (ETmF)
● Input: Source and Destination vertices 𝑉௦, 𝑉ௗ
● Perturb adjacency matrix of subgraph only containing nodes 

in 𝑉௦, 𝑉ௗ
● Run ETmF for all possible legal source, destination pairs



Evaluation: IDS Performance
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● ProvDP adds noise more strategically under the same budget



Evaluation: Privacy Budget

23

𝜖 = 0.1 𝜖 = 1

Count of subtrees pruned, grouped by subtree size Intrustion Detection performance
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Discussions and Limitations

● Real-world adaptation

● Scalability

● Generalization to alternative IDS models
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